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ABSTRACT

The stereography which used to hide certain information using a
host file is a science and an art. Such practice is usually done to keep away
any thought in the presence of a hidden message in the host. Hiding is often
done using sound, image or video files. The problem is that such hiding may
cause some detectable changes in the host file .This study focuses on hiding
in WAVE type sound file. Sound files are either one-byte sample or two-
byte sample .The hiding idea involves the replacement of the original data by
another data from a text file. The first four bits from each byte are used in
wave file as a hiding domain.

Accordingly, a hiding system was designed for the reduction of the
accompanying noise. In this research, it was depended on the human herring
for group of people to calculate the reduction in the noise of the host file .It
was also shown that hiding in 8-bit sample (1 byte) results in a clearly
detectable noise. This jumping 10 bytes in each replacement process led to
eliminate the noise .It was also concluded, that when using first and second
bit from each byte the noise was completely eliminated by jumping 30 byte.
On the other hand, hiding in 16-bit sample (2byte) has led to complete
disappearance of the noise when jumping 10 byte at each data replacement
process.

Keywords: hiding information, audio file, nosie.

(s cila B cUAY] Lie o Slall Gl gdl)

s Ga Jils ) Bada g (lpa)
e gallf 8] aleil] Lisa /i) LS
2007/11/04 :ad) J g gl 2007 [08/01 &) diad gl
uadldd)

Caags (HOSE) Led Jala Cile alasialy claglaall cledy Ly Lale ddaall aUsi aay

Gk sae llliag cJalall Calal) Jals duide Al 3pa9 i) o ala Jibiia gl e
O B9 ¢ 58 o) Hrgaa Cile 5l Cigea Cile 8 oliAY) Lgse ALl o) o) Caldl) clisY
$252 Cage elaY) 128 o0 jualall cgl) b il ) Glaglaall pliY Eaal) Ll

61



S (Srua JAle g e Ciug Ol

Lzl Caldl b (gt Jsean ) gag el 1aag calall Gl 8 50 Jpean )
WAVE g5 Cism e 3 olea¥) L o candl 13a 6 ecaldl) dlld 6 elia) Eigan
((2Byte) i)l Sli 5 (1Byte) dusll (sola) Gl ciseall Cile o 3 el 120 ailas
¢ oaid) Cale e andy Sllll ALY audl) Jlaiadls cods gl Cile b sLAY1 5,88
- eead JlasS (WAVE) igeall Caldl) e s IS e (V) AV i) casaiiad
A galdilly Y] vie Jualall Gugdall Julsn Ao Jany elod) aUai areai o3
O (e alae¥l a3 a8y celia] dilee JS 2o il (e daay all A aladials el
Jial) dlla gy Alll dalall Calall b Gigdl) Q8 (bl GalAiN] (e e sanal 4yl
s (g) o) paiualg .« slAY) Ldee A b IS (e Jg¥) ) aladiud 5 (1BYyte) ALl
28 el ol Load iy cela) dilee (S 8 el 10 5 3a) sie Lals oty Jals
LY ddee bl US e Sy Jo¥) call aadid Levie eyl 30 @l vie Lila s
2 o) e Lala Gl sl ) Jeasill 5 (2Byte) de sl Jial) b
Ll OS e Jo¥) Chuail) 3 Aexdiaal il 230 G Lega s 10
celiagia (Ciga Chle cclaglaall LY :dualizal) cilals!)
AUial) dinyg dartal)
daaat) alai 1-1
sl (Al ) Clagleall cles) aleg (48 adl e Ldaril) aUai Cagat (S
Caldl) Jals daade Allay 3pas LAl G ks Jalaie () aie Cargs (HoSt) Led el e
[1] . JuatV) asag S Cusy (Spad) JlaV) Jilg (e Ay a5 ¢ Jaladl
3 g cale Jals paill Cile leal oo clasteal clis) 8 Aaall Ll e
9038 Cala gl Bygua 2la
(Steganography) aduaail) alas zrdgai 2-1
230V Abbea) aladialy dgasll AU Jdia oSay
Cover medium + embedded message + stego_key = stego_medium

Lane Labial Wil saa) say diad) Al Jala (Cover)sasl) (i 3

7o L Lagles) oyl ALyl (Embedded Message)  5sedaall Ayl ity cdseal)

Jywantl oda dbaiill Lbee m3ls ¢ Aupadl (ga ilin) (s5hneS priind (Stego_key) sl
[2]- dpd) Ayl aay 3 (Stego _medium) dadazil) oy e

62



oo Al (hapddll] Juld

[2]. Ak alas (&Y aladl z3gaill olial ((1-1) JS& o

stego_key stego_key*
Cover . l l Covert
Embedding | stegomedum | Embedding |7/ >
message | process > | process message*
— ~ _/ — ~ _/
Embeddor Extracting
alal) A i) alas gz 3gad (1-1) (S
Adgluca g dudaail) AU ifgh 3-1
P Aabaanll Ui (e Beaall 23 O
- LS G50 il gyl Jall aelasial Al .
Lagad JlaDl daga Aoy g duad i) Y LatY) doju H)an 4aladiial o o
) e
b o Al Akl {gslioe (sa Lol
- bl e B ae oLAY S ana (6D elhe cale () 2 lias )
ellaall il Lald dpiaal) bl $uaS palant ga cliaY) 868 (o panll (S ¥ .
s seds care Gllyg A hartl) ekl (g (e ey dnaddl Al Gl o) .

plyiel i 28 25 (ag sliaY) dgms Ll ) g3s0 Lea Jalall Calall b sl ) (gl
[21[1] - 55 peal b Al

Gigal) chla (B clidY) 4-1
@il o laad) pUatll (Y T Laas aas coguall L) & Ul cled] ddee o)
O s Syl (e saall audy (Saaliny IS8 Jery (HAS:Human Auditory System)
Lae o Alle doasy clgaal) @l e 5538l L doyall 031 o) 3 ((20HZ — 20000Hz)

63




e ua JAle g e Ciug Oy

Btlee LeShal iy ol ade lgida ) LoVl Cald) ) by A8l digeia llia Jany
(i) 8 830 s 4 Tas Luls 05 pUail 138 (8 13k (NOiSE) slunsea lgtuasy
elaa¥) dolee Cales (LeDlaaul Sy Ally (il pandl aldas (8 Clsadll Gam 35 O8I
Ot Cipem S G (38 Y Auyad) V) M ¢ AiKes LaY) Cald) bl qae Dl
[2][1]-2aklsl il pum¥) an dallal) <l gua¥ s
ddee (o i) gl ol eliagually S0 138 (e Q) Cind) 138 ola Ua pas
o e (bit) D) Ll (gyan dlee IS die L) (e 20ey Gl 4k pladil Gl 5 ol
- oliayl dilee ol Byte S 0o aabl) s ol S
Cipal) Cila (aibad 5-1
e Lgaaly ¢ pos JSI oLyl pailiad g HAT (e Cigua Cile e e aal ¢
L) o A el oSy eay L sy Ae S J il 5l sl Bytes
O b leged Lagisly Al laatll dous NSy ¢ 2 Bytes i lasly Byte  padns
¢ Adgea Al S PLA Leliia a5 Al zilaill 210 a5 (8 KHz — 44.1KHz)
(Stereo) awse 5l (MONO) (galal oy bl Junass gy 2y Al gl sae (e Sluad
[2111]-
HLEY) dane dady 0333 (1 Byte) Jiall dulall z3lall of ) La 5LaY) jaas
Lay Jia Lgild (2 Byte) e dandl Jiial) <3 23kl W (0 — 255) o o
O i (Signed Integer) 5Lik masall saall (2S — Complement)  SUl acidl)
[2]. (-32768 — 32767)

:PCM disas WAV 21541 (53 gl cila b elisY) 1-5-1
4L (PCM) Pulse Code Modulation Zara: WAV alxicy) o3 Cald) Coas
Ol (e 2ay A ¢ (Windows) 4w s (Microsoft)asys Ji o pladsn) aila
(Resource  (RIFF) . aaladl cald) a5 (Microsoft) cayss cum (llasial Y
caalas a3y (RIFF) cike o Lals e (WAVE)Y Jiws <Interchange File Format)
Lva Ly (Chunks) alalaalls e as ddaiiag Alalsie adalie & Ao apd caldll 50k
tx all o bis (55 i o) @ = WAV (e
ey Gladl) A i Calall (e dage laslas e (5iny 53 (Format Chunks "fmt")

64



oo Al (hapddll] Juld

Gl bl atahey . A bl (Gl exdd ) Ll 21 e Jeaall Zaddi ) il sl
fay adize JS ((Optinal)islas) axé (list , disp) 53V chlid) L) ¢(Data Chunk)
aaa 4l (RIFF, fmt, list, disp , data) 5 (4 Bytes) <l das)l e calliy Canpery

[716][5] [2] - obsl ool (2-1) S (& rase LSy caduiall el

RIFF fmt Chunk LIST Chunk

RIFF | Size | WAVE Fmt Size LIST size INFO—T— | | Data

RIFF g5 cipeall Cild Alalsial) il (2-1) (<l

(1-1) Jsaall Assall Gl PCM dieca Jiia (Kasg

65




i (S Jle g e Clug sy

[1] &sgeall clilell PCM dia (1-1) Jsaal

sl cligiaall Byte Ju Jghll | offset gisal
) e (e ST ptiys s RIFF 4 0
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Mumber of char in this Message = 7244
Size of wave file = 7BES07
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colaay) dlee

Sl v g dill 2 ) N Jasill a5 (2 Byte) i wdandl Jhal) 82
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